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(N ES)

Cyber Essentials Principles: Using

Global Learning

The popularity of generative Al tools, such as ChatGPT, has exploded worldwide - and understandably so. Al
chatbots can be very useful for improving productivity and efficiency. However, using Al is not risk-free, and there

Generative Al Securely 4 Systems are best practices that must be followed. This course covers the uses of Al, the risks of using them, and how to use
them securely.
CofbarieEanils Frindsle Aveieing Al @llsfsel, Lesifing Generat.lv'e Al tools such as ChatGE’T, Midjourney, and Google Bard have changed the way we thlnk' apout
I 7 productivity. However, like most things on the Internet, Al can be both helpful and harmful. Cybercriminals are now
Phishing Attacks Systems . -
using these tools to generate phishing scams that look more real than ever before.
This course aims to mitigate human error by providing learners with a foundational understanding of key
o . Global Learning cybersecurity threats and the best practices they can nurture to stay secure. This course covers the following topics:
CyiazriEseemtls: Prindjslos of Gyissreeaiy 23 Systems data classification and handling, generative Al, authenication security, working securely at home or in public,
physical security, mobile device security, recognizing phishing attemps
Global Learnin Al chatbots can be very useful for improving productivity and efficiency. However, using Al chatbots is not risk-free,
CyberEssentials: Using Al Chatbots Securely 5 Svstems 9 and there are best practices that must be followed. This course covers the uses of Al chatbots, the risks of using
Y them, and how to use them securely.
Staying informed about your credit report can help you recognize suspicious activity or signs of identity theft,
Cybersecurity: Credit Report 10 HowToo enhance your financial health and lead to a better future. This module is designed to help you understand what
credit reports are, how they impact our lives, and how they can play a crucial role in cybersecurity.
Cvbersecurity: Proving Your Identit This course aims to provide an understanding of how identities are provided in Australia and the importance of
Y . Y: 9 Y 10 HowToo maintaining the integrity of identity documents. It covers the Document Verification Service (DVS), its usage, and
(Australia) o . .
how to seek help if identity documents are misused.
e s Cybar-Geaurty (sl 30 Kineo Thls'cour.se 'has' been.developed'to provnde an unde.rsta.ndl'ng of the gteps that can be taken to help improve the
confidentiality, integrity and availability of an organisation's information.
Data Protection Essentials 35 Global Learning Nearly everyone hapdles data these days as part of their job. But which data is private and which is not? This course
Systems answers that question and more.
Global Learnin With the General Data Protection Regulation (GDPR) firmly in effect, organizations are transitioning from initial to
General Data Protection Regulation (GDPR) 20 Svstems 9 ongoing compliance efforts. Every employee must share responsibility for protecting the personally identifiable
Y information (PIl) of European citizens.
Global Learnin This course explains how to distinguish between strong and weak passwords, create a strong and memorable
Best Practices: Setting up Secure Passwords 7 9 password using a passphrase, and secure your accounts using strategies such as unique passwords and multifactor
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