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<?xml version="1.0" encoding="UTF-8"?> 
<saml2p:Response Destination="https://Company.myabsorb.com/api/rest/v2/authentication/saml" 
    ID="id137384973346753001304118131" IssueInstant="2019-12-30T22:59:16.882Z" Version="2.0" 
    xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol" xmlns:xs="http://www.w3.org/2001/XMLSchema"> 
    <saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity" 
        xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">http://www.okta.com/exk2a5hlqq7AaFDQS357</saml2:Issuer> 
    <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
        <ds:SignedInfo><ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-
c14n#"/><ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/> 
            <ds:Reference URI="#id137384973346753001304118131"> 
                <ds:Transforms><ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/> 
                    <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-
c14n#"><ec:InclusiveNamespaces PrefixList="xs" xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#"/></ds:Transform> 
                </ds:Transforms><ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/> 
                <ds:DigestValue>BAQsdycLFqGJ/JZK9fZ6zkP1sQqDlYl6SeGXOYd3pRI=</ds:DigestValue> 
            </ds:Reference> 
        </ds:SignedInfo> 
        <ds:SignatureValue>WAx4f5AxZbmpGnC++QSn04FW6MJDuMKfJeQzSPVRg2RZ9O93feGy8DAv32yLgjzzBAUzMAkpfOZUOJUW6w9xGNWmLmLLX9JbG0zXP6hd4NymN2
Nju7zsmRYXi42Kcp00NmNo/jOO6To9yqS1RtBeUnKd30q3AsP5eZy60VOxErMsFesIQRZ+DoYWeO+U/jvzjNQLl5CCQ9ZTdYbov6eC9a1FVP5LfkUg1uToxmfFt/KtZUSPLodA7uI
HFNzJYn8oXczNOAJUaQzcdyyNuuY2cqZyblMLFQ+6W8JbjhKym9yvbnzruqqRAonA6boETknmqhSqNXNjY/OQag==</ds:SignatureValue> 
        <ds:KeyInfo> 
            <ds:X509Data> 
                <ds:X509Certificate>MIIDqjCCApKgAwIBAgIGAW8bGphnMA0GCSqGSIb3DQEBCwUAMIGVMQswCQYDVQQGEwJVUzETMBEG 
                    A1UECAwKQ2FsaWZvcm5pYTEWMBQGA1UEBwwNU2FuIEZyYW5jaXNjbzENMAsGA1UECgwET2t0YTEU 
                    MBIGA1UECwwLU1NPUHJvdmlkZXIxFjAUBgNVBAMMDWFic29yYmxtcy1iZWgxHDAaBgkqhkiG9w0B 
                    CQEWDWluZm9Ab2t0YS5jb20wHhcNMTkxMjE4MjIyMTA1WhcNMjkxMjE4MjIyMjA1WjCBlTELMAkG 
                    pfOZUOJUW6w9xGNWmLmLLX9JbG0zXP6hd4NymN2Nju7zsmRYXi42Kcp00NmNo/jOO6To9yqS1RtB 
                    A1UEBhMCVVMxEzARBgNVBAgMCkNhbGlmb3JuaWExFjAUBgNVBAcMDVNhbiBGcmFuY2lzY28xDTAL 
                    MRwwGgYJKoZIhvcNAQkBFg1pbmZvQG9rdGEuY29tMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIB 
                    CgKCAQEAyVzo3HMPouu+hQcO776Opnr81gN/j8vE5vTv1zJ+af6gm85O/CGESVETH+pCSUBx4dOd 
                    pfOZUOJUW6w9xGNWmLmLLX9JbG0zXP6hd4NymN2Nju7zsmRYXi42Kcp00NmNo/jOO6To9yqS1RtB 
                    rYimrhXVKIrtay8M7rQs8dxa+x8WmH8ifwaDX0ySiylWOiWTShWdrtsdzRLqDMKwxBOYzWBdaq4E 
                    Tqxu3BRanmcW7dHqLecaNGmdDbfmE4mJAT6io3mR4BU1Oi+7LnrvJgMsqshngC6hMACS5H5KHJmC 

https://company.myabsorb.com/api/rest/v2/authentication/saml
http://www.w3.org/2001/XMLSchema
http://www.okta.com/exk2a5hlqq7AaFDQS357
http://www.w3.org/2000/09/xmldsig
http://www.w3.org/2001/10/xml-exc-c14n
http://www.w3.org/2001/10/xml-exc-c14n
http://www.w3.org/2001/04/xmldsig-more#rsa-sha256
http://www.w3.org/2000/09/xmldsig#enveloped-signature
http://www.w3.org/2001/10/xml-exc-c14n
http://www.w3.org/2001/10/xml-exc-c14n
http://www.w3.org/2001/10/xml-exc-c14n
http://www.w3.org/2001/04/xmlenc#sha256


11.8.2021  Intro to SSO: Example Response 

© Absorb Software Inc. All Rights Reserved.  2 

34 
35 
36 
37 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
51 
52 
53 
54 
55 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 

                    rs1hjOrO7Y1EzQrFLESjvC1IS9/PKMFus3DuLZ+o0JxpOwIDAQABMA0GCSqGSIb3DQEBCwUAA4IB 
                    oKTLy1kw3BP33ttDKhlmIFUuk5zju6K/6EHTQVEXBhzE9gQaD9bOJbhOhqHppc7iYiux/C13j++Z 
                    pfOZUOJUW6w9xGNWmLmLLX9JbG0zXP6hd4NymN2Nju7zsmRYXi42Kcp00NmNo/jOO6To9yqS1RtB 
                    Qp2i4rSeWzgEjD6pfcLaIgdidN2myPNDbPmC4v3p4fL/5Slld4pGM4UlaZx08BrbEos1zQIMhiOl 
                    bKZJlIE11ws7Bkc8imffZqoP3UenXfm9n9gteoql</ds:X509Certificate> 
            </ds:X509Data> 
        </ds:KeyInfo> 
    </ds:Signature> 
    <saml2p:Status xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"><saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Succe
ss"/></saml2p:Status> 
    <saml2:Assertion ID="id13738497334747984766245239" IssueInstant="2019-12-30T22:59:16.882Z" 
        Version="2.0" xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 
        xmlns:xs="http://www.w3.org/2001/XMLSchema"> 
        <saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity" 
            xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">http://www.okta.com/exk2a5hlqq7AaFDQS357</saml2:Issuer> 
        <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
            <ds:SignedInfo><ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-
c14n#"/><ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/> 
                <ds:Reference URI="#id13738497334747984766245239"> 
                    <ds:Transforms><ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/> 
                        <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-
c14n#"><ec:InclusiveNamespaces PrefixList="xs" xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#"/></ds:Transform> 
                    </ds:Transforms><ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/> 
                    <ds:DigestValue>1M7Xw6+mvmfgeo7wgxIckpp9NbzjnflbrmEvRYr5yvU=</ds:DigestValue> 
                </ds:Reference> 
            </ds:SignedInfo> 
            <ds:SignatureValue>DscCDnJH0/IDgAl3IxHwZgjy7V3dGUA2kq/F5aHIZbjElMRwwGgYJKoZIhvcNAQkBFg1pbmZvQG9rdGEuY29tMIIBIjANBgkqhkiG9w0BA
QEFAAOCAQ8AMIIBd92dj3teePqLDgSNH8gJuBG7tymE8c7lM7lphNmSkkwL29FStG6OyYnzzMvfYSb9wNWBp76CJ2STnzuTOLj2f1+wbI5PK8Q/nBLTPJjbNsPmJk4foEBvNK/XSy
0h+5AhkExfmUKyDOzokvZ5lX7BKDO+XdfImgnDVqjq1Ag3o97rI/UqN+05uBnmKhoJT8vtkBXf70xg==</ds:SignatureValue> 
            <ds:KeyInfo> 
                <ds:X509Data> 
                    <ds:X509Certificate>MIIDqjCCApKgAwIBAgIGAW8bGphnMA0GCSqGSIb3DQEBCwUAMIGVMQswCQYDVQQGEwJVUzETMBEG 
                        A1UECAwKQ2FsaWZvcm5pYTEWMBQGA1UEBwwNU2FuIEZyYW5jaXNjbzENMAsGA1UECgwET2t0YTEU 
                        MBIGA1UECwwLU1NPUHJvdmlkZXIxFjAUBgNVBAMMDWFic29yYmxtcy1iZWgxHDAaBgkqhkiG9w0B 
                        CQEWDWluZm9Ab2t0YS5jb20wHhcNMTkxMjE4MjIyMTA1WhcNMjkxMjE4MjIyMjA1WjCBlTELMAkG 
                        A1UEBhMCVVMxEzARBgNVBAgMCkNhbGlmb3JuaWExFjAUBgNVBAcMDVNhbiBGcmFuY2lzY28xDTAL 
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                        BgNVBAoMBE9rdGExFDASBgNVBAsMC1NTT1Byb3ZpZGVyMRYwFAYDVQQDDA1hYnNvcmJsbXMtYmVo 
                        MRwwGgYJKoZIhvcNAQkBFg1pbmZvQG9rdGEuY29tMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIB 
                        CgKCAQEAyVzo3HMPouu+hQcO776Opnr81gN/j8vE5vTv1zJ+af6gm85O/CGESVETH+pCSUBx4dOd 
                        rYimrhXVKIrtay8M7rQs8dxa+x8WmH8ifwaDX0ySiylWOiWTShWdrtsdzRLqDMKwxBOYzWBdaq4E 
                        MRwwGgYJKoZIhvcNAQkBFg1pbmZvQG9rdGEuY29tMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIB 
                        Tqxu3BRanmcW7dHqLecaNGmdDbfmE4mJAT6io3mR4BU1Oi+7LnrvJgMsqshngC6hMACS5H5KHJmC 
                        rs1hjOrO7Y1EzQrFLESjvC1IS9/PKMFus3DuLZ+o0JxpOwIDAQABMA0GCSqGSIb3DQEBCwUAA4IB 
                        MRwwGgYJKoZIhvcNAQkBFg1pbmZvQG9rdGEuY29tMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIB 
                        oKTLy1kw3BP33ttDKhlmIFUuk5zju6K/6EHTQVEXBhzE9gQaD9bOJbhOhqHppc7iYiux/C13j++Z 
                        pfOZUOJUW6w9xGNWmLmLLX9JbG0zXP6hd4NymN2Nju7zsmRYXi42Kcp00NmNo/jOO6To9yqS1RtB 
                        MRwwGgYJKoZIhvcNAQkBFg1pbmZvQG9rdGEuY29tMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIB 
                        bKZJlIE11ws7Bkc8imffZqoP3UenXfm9n9gteoql</ds:X509Certificate> 
                </ds:X509Data> 
            </ds:KeyInfo> 
        </ds:Signature> 
        <saml2:Subject xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 
            <saml2:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified">behfar.lotfizadeh</saml2:NameID> 
            <saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"><saml2:SubjectConfirmationData NotOnOrAfter="2019-
12-30T23:04:16.882Z" 
                Recipient="https://Company.myabsorb.com/api/rest/v2/authentication/saml"/></saml2:SubjectConfirmation> 
        </saml2:Subject> 
        <saml2:Conditions NotBefore="2019-12-30T22:54:16.882Z" NotOnOrAfter="2019-12-30T23:04:16.882Z" 
            xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 
            <saml2:AudienceRestriction> 
                <saml2:Audience>https://Company.myabsorb.com</saml2:Audience> 
            </saml2:AudienceRestriction> 
        </saml2:Conditions> 
        <saml2:AuthnStatement AuthnInstant="2019-12-30T22:59:15.635Z" 
            SessionIndex="id1577746756881.1972405396" xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 
            <saml2:AuthnContext> 
                <saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</saml2:AuthnContextClassRef
> 
            </saml2:AuthnContext> 
        </saml2:AuthnStatement> 
        <saml2:AttributeStatement xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 
            <saml2:Attribute Name="FirstName" 
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                NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified"> 
                <saml2:AttributeValue xmlns:xs="http://www.w3.org/2001/XMLSchema" 
                    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:type="xs:string">Behfar</saml2:AttributeValue> 
            </saml2:Attribute> 
            <saml2:Attribute Name="LastName" 
                NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified"> 
                <saml2:AttributeValue xmlns:xs="http://www.w3.org/2001/XMLSchema" 
                    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:type="xs:string">Lotfizadeh</saml2:AttributeValue> 
            </saml2:Attribute> 
            <saml2:Attribute Name="Username" 
                NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified"> 
                <saml2:AttributeValue xmlns:xs="http://www.w3.org/2001/XMLSchema" 
                    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:type="xs:string">behfar.lotfizadeh</saml2:AttributeValue> 
            </saml2:Attribute> 
            <saml2:Attribute Name="ExternalDepartmentId" 
                NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified"> 
                <saml2:AttributeValue xmlns:xs="http://www.w3.org/2001/XMLSchema" 
                    xmlns:xsi="http://www.w3.org/2001/XMLSchema-
instance" xsi:type="xs:string">TheGreatestDepartment</saml2:AttributeValue> 
            </saml2:Attribute> 
            <saml2:Attribute Name="UserExternalId" 
                NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified"> 
                <saml2:AttributeValue xmlns:xs="http://www.w3.org/2001/XMLSchema" 
                    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:type="xs:string">5646378</saml2:AttributeValue> 
            </saml2:Attribute> 
        </saml2:AttributeStatement> 
    </saml2:Assertion> 
</saml2p:Response> 
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