11.8.2021 Intro to SSO: Example Response

Example Response

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:Response Destination=" "
ID="1d137384973346753001304118131" IssueInstant="2019-12-30T22:59:16.882Z" Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"” xmlns:xs=" ">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity"
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> </saml2:Issuer>
<ds:Signature xmlns:ds=" ">
<ds:SignedInfo><ds:CanonicalizationMethod Algorithm="
"/><ds:SignatureMethod Algorithm="
<ds:Reference URI="#id137384973346753001304118131">
<ds:Transforms><ds:Transform Algorithm=" "/>
<ds:Transform Algorithm="

"><ec:InclusiveNamespaces PrefixList="xs" xmlns:ec=" "/></ds:Transform>
</ds:Transforms><ds:DigestMethod Algorithm=" "/>
<ds:DigestValue>BAQsdycLFqGl/JZK9fZ6zkP1sQqD1lY16SeGXOYd3pRI=</ds:DigestValue>

</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>WAx4f5AxZbmpGnC++QSn@4FW6MIDUMKfIeQzSPVRg2RZ9093feGy8DAv32yL gjzzBAUzMAKkpfOZUOJUW6WIXGNWMLMLLX9IbGOzXP6hd4NymN2
Nju7zsmRYXi42Kcp@ONmNo/jO06To9yqS1RtBeUnKd30gq3AsP5eZy60VOXErMsFesIQRZ+DoYWeO+U/jvzjNQL15CCQ9ZTdYbov6eC9alFVP5LfkUgluToxmfFt/KtZUSPLodA7ul

HFNzJYn80XczNOAJUaQzcdyyNuuY2cqZyb1MLFQ+6W8IbjhKym9yvbnzruggRAonA6boETknmghSgNXNjY/0Qag==</ds:SignatureValue>
<ds:KeyInfo>

<ds :X509Data>

<ds:X509Certificate>MIIDqjCCApKgAWIBAgIGAW8bGphNMARGCSGGSIb3DQEBCWUAMIGYMQswCQYDVQQGEWIVUZETMBEG
AL1UECAWKQ2FsalWzZvcm5pYTEWMBQGALUEBWWNU2FUIEZYYWS5jaXNjbzENMASGALUECEWET2tOYTEU
MBIGA1UECwwLUINPUHIvdm1kZXIxFjAUBENVBAMMDWF ic29yYmxtcyliZWgxHDAaBgkqhkiGOwoB
CQEWDW1uZm9Ab2t0YS5jb20wHhcNMTkxMjE4MjIyMTAIWhcNMjkxMjE4MF IyMjALWjCB1TELMAKG
pfOZUOIUWE6WIXGNWmLMLLX9IbGOzXP6hd4ANymN2Nju7zsmRYXi42Kcp@ONmNo/jO06To9yqS1RtB
A1UEBhMCVVMxE zARBgNVBAgMCkNhbG1mb3JuaWEXxFjAUBgNVBACMDVNhbiBGcmFuY21zY28xDTAL
MRwwGgYJIKoZIhvcNAQkBFglpbmZvQGOrdGEUY29tMIIBIjANBgkqhkiGOWOBAQEFAAOCAQSAMIIB
CgKCAQEAyYVzo3HMPouu+hQc07760pnr81gN/j8vE5vTvlzI+af6gm850/CGESVETH+pCSUBx4dOd
pfOZUOIUWE6WIXGNWmLMLLX9IbGOzXP6hd4ANYymN2Nju7zsmRYXi42Kcp@ONmNo/jO06To9yqS1RtB
rYimrhXVKIrtay8M7rQs8dxa+x8WmH8ifwaDX0ySiylWOiWTShiWdrtsdzRLgDMKwxBOYzWBdag4E
Tgxu3BRanmcW7dHgLecaNGmdDbfmE4mJAT6i03mR4BU10i+7LnrvIgMsqshngC6hMACS5H5KHImC

coNOUVhhWNER
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rs1lhjor07Y1EzQrFLESjvC1IS9/PKMFus3DulLZ+003xpOwIDAQABMAOGCSqGSIb3DQEBCWUAA4IB
oKTLy1kw3BP33ttDKh1mIFUuk5zju6K/6EHTQVEXBhzE9gQaD9b0IbhOhgHppc7iYiux/C13j++Z
pfOZUOIUWE6WIXGNWmLMLLX9IbGOzXP6hd4NymN2Nju7zsmRYXi42Kcp@ONmNo/jO06To9yqS1RtB
Qp2i4rSelWzgEjD6pfclLalgdidN2myPNDbPmC4v3p4fL/55S11d4pGMAULlaZx08BrbEos1zQIMhiOl
bKZJ1IE11ws7Bkc8imffZqoP3UenXfm9n9gteoql</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2p:Status xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"”><saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Succe
ss"/></saml2p:Status>
<saml2:Assertion ID="1d13738497334747984766245239" Issuelnstant="2019-12-30T22:59:16.8827"
Version="2.0" xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:xs=" ">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity"
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> </saml2:Issuer>
<ds:Signature xmlns:ds=" ">
<ds:SignedInfo><ds:CanonicalizationMethod Algorithm="
"/><ds:SignatureMethod Algorithm="
<ds:Reference URI="#1d13738497334747984766245239">
<ds:Transforms><ds:Transform Algorithm=" "/>
<ds:Transform Algorithm="
"><ec:InclusiveNamespaces PrefixList="xs" xmlns:ec=" "/></ds:Transform>
</ds:Transforms><ds:DigestMethod Algorithm=" "/>
<ds :DigestValue>1M7Xw6+mvmfgeo7wgxIckppONbz jnflbrmEvRYr5yvU=</ds:DigestValue>
</ds:Reference>

</ds:SignedInfo>
<ds:SignatureValue>DscCDnJHO/IDgAl13IxHwZgjy7V3dGUA2kq/F5aHIZbjE1IMRwWwGEYIKoZIhvcNAQkBFglpbmZvQGOrdGEuY29tMIIBIjANBgkqhkiGOwOBA

QEFAAOCAQ8AMIIBA92dj3teePqlLDgSNH8gIuBG7tymE8c71M71phNmSkkwL29FStG60yYnzzMvFYSbOWNWBp76CI2STnzuTOLj2f1+wbI5PK8Q/NBLTPIjbNsPmIk4foEBVNK /XSy
0h+5AhkExfmUKyDOzokvZ51X7BKDO+XdfImgnDVqjqlAg3097rI/UgN+@5uBnmKhoJlT8vtkBXf70xg==</ds:SignatureValue>
<ds:KeyInfo>

<ds:X509Data>
<ds :X509Certificate>MIIDqjCCApKgAWIBAgIGAKW8bGphnMARGCSGGSIb3DQEBCWUAMIGYMQsWCQYDVQQGEWIVUZETMBEG

A1UECAWKQ2F saWZvcm5pYTEWMBQGALUEBwwNU2F uIEZyYW5jaXNjbzENMASGALIUECGWET2tOYTEU
MBIGALUECwwLUINPUHIvdm1kZXIxFjAUBEGNVBAMMDWFic29yYmxtcyliZWgxHDAaBgkqhkiGOweB
CQEWDW1uZm9Ab2t@YS57b20wHhcNMTkxMjE4MJ IyMTAIWhcNMjkxMjE4AMjIyMjA1IWjCB1TELMAKG
A1UEBhMCVVMxEZzARBENVBAgMCKNhbG1mb3JuaWExF jAUBGNVBACMDVNhbiBGcmFuY21zY28xDTAL
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BgNVBAOMBESrdGEXFDASBgNVBASMCINTT1Byb3ZpZGVyMRYwWFAYDVQQDDA1hYnNvcmIsbXMtYmVo
MRwwGgYJIKoZIhvcNAQkBFglpbmZvQGOrdGEUY29tMIIBIjANBgkghk iGOwOBAQEFAAOCAQS8AMIIB
CgKCAQEAYVzo3HMPouu+hQc07760pnr81gN/j8vE5vTv1zI+af6gm850/CGESVETH+pCSUBx4d0Od
rYimrhXVKIrtay8M7rQs8dxa+x8WmH81ifwaDX0ySiylWOiWTShWdrtsdzRLgDMKwxBOYzWBdag4E
MRwwGgYJKoZIhvcNAQkBFglpbmZvQGOrdGEUY29tMIIBIjANBgkghk iGOwOBAQEFAAOCAQS8AMIIB
Tgxu3BRanmcW7dHgLecaNGmdDbfmE4mJAT6i03mR4BU10i+7LnrvIgMsqshngC6hMACS5H5KHImC
rs1hjoOrO07Y1EzQrFLESjvC1IS9/PKMFus3DulLZ+00JxpOwIDAQABMAOGCSqGSIb3DQEBCWUAA4IB
MRwwGgYJIKoZIhvcNAQkBFglpbmZvQGOrdGEUY29tMIIBIjANBgkghk iGOwOBAQEFAAOCAQS8AMIIB
OKTLy1kw3BP33ttDKhlmIFUuk5zju6K/6EHTQVEXBhzE9gQaD9b0JIbhOhgHppc7iYiux/C13j++Z
pFOZUOJUWEWIXGNWMLMLLX9IbGOzXP6hd4NymN2Nju7zsmRYX142Kcp@ONmNo/jO06To9yqS1RtB
MRwwGgYJIKoZIhvcNAQkBFglpbmZvQGOrdGEUY29tMIIBIjANBgkghk iGOwOBAQEFAAOCAQS8AMIIB
bKZJ1IE11ws7Bkc8imffZqoP3UenXfm9n9gteoql</ds :X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2:Subject xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">
<saml2:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified">behfar.lotfizadeh</saml2:NameID>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"><saml2:SubjectConfirmationData NotOnOrAfter="2019-
12-30723:04:16.882Z"
Recipient=" "/></saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2019-12-30T22:54:16.882Z" NotOnOrAfter="2019-12-30T23:04:16.882Z"
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">
<saml2:AudienceRestriction>
<saml2:Audience> </saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement AuthnInstant="2019-12-30T22:59:15.635Z"
SessionIndex="1id1577746756881.1972405396" xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">

<saml2:AuthnContext>
<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</saml2:AuthnContextClassRef

</saml2:AuthnContext>

</saml2:AuthnStatement>

<saml2:AttributeStatement xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">
<saml2:Attribute Name="FirstName"
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NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue xmlns:xs=" "
xmlns:xsi=" " xsi:type="xs:string">Behfar</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="LastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue xmlns:xs=" "
xmlns:xsi=" " xsi:type="xs:string">Lotfizadeh</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="Username"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue xmlns:xs=" "
xmlns:xsi=" " xsi:type="xs:string">behfar.lotfizadeh</saml2:AttributeValue>
</saml2:Attribute>

<saml2:Attribute Name="ExternalDepartmentId"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue xmlns:xs=" "

xmlns:xsi="
xsi:type="xs:string">TheGreatestDepartment</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="UserExternalId"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue xmlns:xs=" "
xmlns:xsi=" " xsi:type="xs:string">5646378</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
</saml2p:Response>
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